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Equality statement

All customers, employees and members of the public should be treated fairly and
with respect, regardless of age, disability, gender, marital status, membership or no membership of
a trade union, race, religion, domestic circumstances, sexual orientation, ethnic or national origin,
social & employment status, HIV status, or gender reassignment.

Trauma informed Principle of Care

This policy is underpinned and informed by SAMHSA's trauma informed principles of care. Safety —
ensuring physical and emotional safety, Trust — transparency and a focus on building relationship,
Choice - individuals have choice and control, Collaboration — making decisions with the individual
and sharing power, Trustworthiness — respectful and professional boundaries are maintained, and
Empowerment — providing an atmosphere that allows individuals to feel validated and affirmed with
each contact with the service.

w IG0016 Staff Privacy Noftice



Definitions

For the purposes of this Privacy Notice, the following terms apply:

Personal Data

Any information that relates to an identified or identifiable individual (data
subject). This includes information such as names, identification numbers,
location data, online identifiers, or factors specific to an individual's
identity.

Special Category Data

Personal data that is more sensitive and requires additional protection.
This includes information about health, racial or ethnic origin, religious or
philosophical beliefs, sexual orientation, trade union membership, and
genetic or biometric data.

Criminal Offence Data
Personal data relating to criminal convictions, offences, alleged offences,
or related security measures, including DBS checks.

Processing
Any activity carried out on personal datg, including collection, recording,
organisation, storage, use, consultation, sharing, transmission, restriction,
or deletion.

Data Subject

The individual (Natural living person) to whom the personal data relates.
In this notice, this includes employees, former employees, applicants,
contractors, agency staff and secondees.

Data Controller
The organisation that determines the purposes and means of processing
personal data. For this Privacy Notice, Waythrough is the Data Controller

Data Processor
A third party that processes personal data on behalf of the Data Controller
and under its instructions.

Third Party

Any individual or organisation other than the data subject, the Data
Controller, or Data Processor who is authorised to process personal data.
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Lawful Basis
The legal reason under Article 6 of the UK GDPR that permits the processing
of personal data (e.g. contract, legal obligation, legitimate interests).

Legitimate Interests

A lawful basis for processing where Waythrough has a genuine business
or organisational reason to process personal data, provided this does not
override individuals’ rights and freedoms.

Consent
Freely given, specific, informed and unambiguous indication of a data
subject’s agreement to the processing of their personal data.

Vital Interests
Processing necessary to protect someone’s life or prevent serious harm.

Anonymisation
The process of removing personal identifiers so that an individual can no
longer be identified, directly or indirectly.

Pseudonymisation
Processing personal data in a way that it can no longer be attributed to a
specific individual without additional information, which is kept separately.

Protected Characteristics

Characteristics protected under the Equality Act 2010, such as age,
disability, gender reassignment, race, religion or belief, sex, and sexual
orientation.
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2. Introduction

Waythrough processes the personal data of staff members as part of

recruitment and employment requirements.

As an organisation, Waythrough must be clear about what it does with personal
data; and this must be presented in an honest, transparent, and easy to read

way.

Under the Data Protection Act 2018 and UK GDPR, individuals have rights which
must be upheld when personal data is processed. This includes a right to know
why we need the information, what we are doing with it and who we are sharing
it with.

It is good practice to ensure that this information is written down in a document
called a Privacy Notice.

This document includes Waythrough’s current staff privacy notice.

3. Scope

This privacy notice should be available and accessible to all employees, ex-
employees, agency staff, trustees, contractors, secondees and those applying to
work for us.

Copies should be freely available and included as part of the recruitment and
induction process.

You may use this notice to provide information to individuals who are asking
about their data rights and if you have any further questions, please contact your
Data Protection Officer at dpo@waythrough.org.uk
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4. Policy

4.1 Staff Privacy Notice

As an employer Waythrough must meet its data protection and UK GDPR
obligations. We are committed to ensuring that the personal data of our
employees is handled in accordance with the principles set out in UK data

protection legislation.

This privacy notice tells you what to expect when Waythrough collects personal
information about you. It applies to all employees, ex-employees, agency staff,

contractors, secondees and those applying to work for us.

However, the information we will process about you will vary depending on your

specific role and personal circumstances.

Waythrough is the Data Controller (we decide the purpose and means of data
processing) for this information. You can contact our Data Protection Officer at

dpo@waythrough.org.uk to query matters related to data protection.

4.2 How We Obtain Your Information

We get information about you from the following sources:
¢ Directly from you.
e From an employment agency.
e From your employer if you are a secondee.
e From referees, either external or internal.

« From security clearance providers (such as the Disclosure
and Barring Service).

e From Occupational Health and other health providers.

e From Pension administrators and other government
departments (for example tax details from HMRC)

e From TUPE processes (due diligence data)

e From providers of staff benefits.

IG0016 Staff Privacy Noftice



e CCTV images from our landlords or taken using our own
CCTV systems.

4.3 What We Collect and Why

We process the personal data related to your employment and we use
the following information to carry out the contract we have with you,
provide you access to business services required for your role and to
manage our human resources processes:

e Personal contact details such as your name, address,
contact telephone numbers (landline and mobile) and

personal email addresses.
e Your date of birth, gender, and national insurance number.

e A copy of your passport or similar photographic
identification and /or proof of address documents.

e Marital status.

e Next of kin, emergency contacts and their contact

information.

e Employment and education history including your
qualifications, job application, employment references,
right to work information and details of any criminal
convictions that you declare.

e Location of employment (e.g., home base or office
location)

o Details of any secondary employment, political
declarations, conflict of interest declarations or gift

declarations.

e Security clearance details including basic checks and

higher security clearance details according to your job.
e Any criminal convictions that you declare to us.

» Your responses to staff surveys if this data is not

anonymised.
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o Information related to your salary, pension, and loans. We
process this information for the payment of your salary,
pension and other employment related benefits. We also
process it for the administration of statutory and
contractual leave entitlements such as holiday or

maternity leave.

e Information about your job role and your employment
contract including your start and leave dates, salary
(including grade and salary band), any changes to your
employment contract, working pattern (including any
requests for flexible working).

e Details of your time spent working and any overtime,
expenses or other payments claimed.

o Details of any leave including sick leave, holidays, special

leave etc.

¢ Pension details including membership of pension schemes

(current and previous).

e Your bank account details, payroll records and tax status

information.

o Details relating to Maternity, Paternity, Shared Parental and
Adoption leave and pay. This includes forms applying for
the relevant leave, copies of MATBI forms/matching
certificates and any other relevant documentation relating

to the nature of the leave you will be taking.
¢ Information relating to your performance and training.

We use this information to assess your performance, to
conduct pay and grading reviews and to deal with any
employer [ employee related disputes. We also use it to meet

the training and development needs required for your role.

e Information relating to your performance at work e.g.,

probation reviews, Performance and Development Reviews
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(Anniversary reviews/appraisals), supervision notes and

promotions.

Grievance and dignity at work matters and investigations
to which you may be a party or witness.

Disciplinary records and documentation related to any
investigations, hearings and warnings/penalties issued.

Whistleblowing concerns raised by you, or to which you

may be a party or witness.

Information related to your training history and
development needs.

Information relating to monitoring. We use this information
to assess your compliance with corporate policies and
procedures and to ensure the security of our premises, IT

systems and employees.

Information about your access to data held by us for the
purposes of criminal enforcement if you are involved with

this work.

Information derived from monitoring IT acceptable use
standards.

Photos and CCTV images.

Information relating to your health and wellbeing and other

special category data.

We use the following information to comply with our legal
obligations and for equal opportunities monitoring. We also
use it to ensure the health, safety and wellbeing of our

employees.

Health and wellbeing information either declared by you or
obtained from health checks, eye examinations,
occupational health referrals and reports, sick leave forms,
health management questionnaires or fit notes i.e,

Statement of Fitness for Work from your GP or hospital. This
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4.4

includes Covid testing status, Covid vaccination and
booster status.

Information you share with us about your lived experience,
which you may share for example through recruitment or
I:1s.

Accident records if you have an accident at work.

Details of any desk audits, access needs or reasonable

adjustments.

Information you have provided regarding Protected
Characteristics as defined by the Equality Act for the
purpose of equal opportunities monitoring. This includes
racial or ethnic origin, religious beliefs, disability status, and
gender identification and may be extended to include

other protected characteristics.

We are the data controller of all data which is stored on Waythrough

devices, such as the equipment we provide you with for work. This means

that any personal data you store about yourself (or others) is accessible

by us at any time when saved or stored on these devices. In some

instances (for example hard drives) it is also possible for us to access

personal data which you have deleted from these devices.

Lawful Bases

Depending on the processing activity, we rely on the following lawful

basis for processing your personal data under the UK GDPR:

Article 6(1)(b) which relates to processing necessary for the

performance of a contract.

Article 6(1)(c) so we can comply with our legal obligations

as your employer.

Article 6(1)(d) in order to protect your vital interests or

those of another person.

Article 6(1)(f) for the purposes of our legitimate interest.
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4.5 Processing Special Categories of Data

Where the information we process is special category data, for example
your health data, the additional bases for processing that we rely on are:

o Article 9(2)(b) which relates to carrying out our obligations
and exercising our rights in employment and the
safeguarding of your fundamental rights.

o Article 9(2)(c) to protect your vital interests or those of
another person where you are incapable of giving your

consent.

e Article 9(2)(f) for the establishment, exercise or defence of

legal claims.

o Article 9(2)(h) for the purposes of preventative or
occupational medicine and assessing your working
capacity as an employee.

o Article 9(2)(j) for archiving and for statistical purposes in
the public interest.

In addition, we rely on processing conditions at Schedule 1 part 1
paragraph 1 and Schedule 1 part 1 paragraph 2(2)(a) and (b) of the DPA
2018. These relate to the processing of special category data for
employment purposes, preventative or occupational medicine and the
assessment of your working capacity as an employee.

Where we process special category data for the purposes of workforce
surveys we apply the Schedule 1 Condition 4 Research.

We process information about staff criminal convictions and offences.

The lawful basis we rely on to process this data are:

o Article 6(1)(e) for the performance of our public task. In
addition, we rely on the processing condition at Schedule 1

part 2 paragraph 6(2)(a).

« Article 6(1)(b) for the performance of a contract. In
addition, we rely on the processing condition at Schedule 1

part 1 paragraph 1.
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4.6

« Please note that when we rely upon any schedule 1
condition mentioned above, we ensure these are detailed

in the Appropriate Policy Document (APD)

Information Sharing

In some circumstances, such as under a court order, we are legally
obliged to share your personal information (Data Protection Act 2018;
Schedule 2; part 5). An example of this is if a court requests that we
disclose comparator information within an employment tribunal. Under
the UK GDPR, we do not need to notify you that we have shared your data
for this purpose so long as it is court ordered and necessary.

We may share information about you with HMRC for the purpose of

collecting tax and national insurance contributions.

We use data processors for some of our processing activities. A list of our
current data processors can be found within Appendix A. We hold
contracts with processors which detail processing arrangements.

We have a contract with 3 party data processors (People Insight and
HIVE) who we provide with identifiable data to allow us to conduct staff
surveys and gain the views of employees across the organisation. The
personal data we provide to the processor is only used to set up the
survey and to allow individuals access to the give their feedback. The
processor processes the data for Waythrough and anonymises it so that
the results we receive from the feedback will not be personally
identifiable. Where free text boxes are available for comments, please be
aware comments can be seen in full, so if you give personal information
in these boxes, these could render you identifiable to Waythrough as
these are not redacted by the processor. The purpose of collecting this
data is to support organisational improvements, ensure equality across
the workforce and support having a happy, healthy workforce.

During your employment you may be referred to occupational health

following a request to HR by you or your line manager. This may resultin a
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face-to-face consultation, a telephone appointment with an
occupational healthcare professional and/or a medical report from a GP
or specialist. We use Care-First to provide our employee assistance
programme and Everwell to provide our occupational health service. A
link to their privacy notices can be found in Appendix A.

If you leave, or are thinking of leaving, we may be asked by your new or
prospective employers to provide a reference. For example, we may be
asked to confirm the dates of your employment or your job role.

We will also share information about you with our training providers. For
example, this will include information such as your name, contact details
and job role. When necessary, we will also share information about any
dietary or access requirements that you might have when you attend
training events. The main providers we work with are listed in Appendix A.
Please note that on occasion, we may use a different provider for a ‘one-
off’ training event and the details of which will not be added to the
Appendix A. However, you will be aware of the provider when you attend
the training and the data shared will be the same as we have detailed in
this paragraph.

As part of Transfer of Undertakings (Protection of Employment) /TUPE
process Waythrough will be asked to produce a list of job roles, as part of
due diligence, which will be transferred to the new employer/organisation
taking on the new contract. At the initial stage, personal data is not
required to be shared. However, this data may not always be considered
anonymous if the job role is held by only one person (or a very small
group of persons) as by process of elimination, their identity could be
determined. At the closing stages of the TUPE process the full list of
names and contractual information is shared to the receiving
organisation as part of the Employer Liability requirement. Information
about the TUPE process and any proposed measures must be provided to

employees prior to the transfer date.
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4.7

4.8

4.9

Keeping Your Information Safe

Human resources/personnel data: Personal data is held on secure
cloud-based system in the UK and records are maintained on separate

networks with secure access.

Training data: Personal data is held on a secure cloud-based system in
the UK. Records are maintained on separate networks with secure

access.

How Long We Keep Your Information For

We keep your information in line with our Data Retention and Destruction
Policy.

Your Rights

Under the Data Protection Act 2018 and UK GDPR, you have the following
rights:

e to be informed about the collection and use of your
personal data.

 to access your personal data (known as Subject Access
Request)

e to have inaccurate personal data rectified; or completed if

it is incomplete.

« to have personal data erased (known as the right to be

forgotten)

e torequest the restriction or suppression of your personal
data

o to data portability, which allows individuals to obtain and
reuse their personal data for their own purposes across
different services.
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4.10

4.1

» to object to the processing of your personal data in certain

circumstances.

e rights in relation to automated decision making and
profiling.

Please note that some of these rights only apply in certain circumstances
and we may not be able to fulfil every request. Where a request is

declined, we will always explain our decision in full.

To request access to your data or to contact us about any of the rights
we have listed, you can email subjectaccessrequests@waythrough.org.uk

Overseas Transfers of Data

We do not transfer staff personal data overseas unless you have

requested that we send a reference overseas. In this case (and only with
your consent) we would transfer the information using password protect,
making you aware that once the information leaves our environment, we

are not able to guarantee its security.

If you use a Waythrough Zoom account as part of your role please be
aware that Zoom has servers based in the USA. We have signed a
Standard Contractual Clause document with Zoom. According to the UK
General Data Protection Regulation (UK GDPR), UK specific safeguards
ensure appropriate data protection safeguards can be used as a ground
for data transfers from the UK to third countries. Where a transfer is made
to the US, only organises that are signed up to the US-EU/UK Privacy
Framework will be included.

Automated Decision Making and Profiling

We use some automated decision making and profiling when we sift job
applications. We use software that can identify where mandatory fields
have not been completed and which check for right to work criteria.

This is the only time we use automated decision making and profiling.

Once, the initial sift has been completed by our recruitment system, a
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human panel is arranged who review all applications and shortlist using
a scoring process related to how well the applicant has met the criteria

detailed in the job description and personal specification.

How to Complain

If you are unhappy about an issue relating to your data, you should
complain through your line manager who will log this on thehub (ticking
the box to say that this is in the information governance issue) and follow

the Waythrough complaints process.

To make a formal complaint about the way we have processed your data
you can take this to the UK's independent body set up to uphold
information rights:

e Information Commissioner’s Officer (ICO)
030312313

http://www.ico.org.uk

IG0016 Staff Privacy Noftice


http://www.ico.org.uk/

W

Associated Policy

This policy should be read in conjunction with the following policies:

. Information Governance Framework

. Privacy and Personal Data Protection Policy

. Data Retention and Destruction Policy
Guidance

The following guidance should be consulted:

e |G0016S1 — Data Processors
e |G0016S2 — Retention Periods Relevant to Staff

References

This policy is informed by the following legislation and guidance:

. Data Protection Act (2018)

. The Data Use and Access Act 2025

. The ICO guidance to UK data protection obligations
. www.ico.org.uk
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